Kerberos in Your JVM

An Introduction to Apache Kerby
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What Is Kerberos”

* An authentication protocol
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What Is Kerberos”

* A classical Single SignOn s
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How Does it Work"?




Participants




General Payload Structure

General Request/Response Payload Ticket

Data in plain text
Data in plain text

Encrypted Data

Ticket




Part -

Auth Request for a Ticket Granting Ticket
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Part -

Request for a Ticket to communicate with Bob
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Where 1t is Used?

In authenticating users

e ONn workstations




Kerberos at Apache”

e Part of ApacheDS since 2004

* Written by one person, Enrique Rodriguez
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ApacheDS Kerberos Status”

e Functional

» Tightly coupled with Directory Server

~* Lacks many features (cross-realm, pkinit, FAST
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What's Next”?

* /heng Kali from Intel started working on a simplified
codec

* Proposed to bring his effort to Apache Directory
Project




Apache Kerby

* http://directory.apache.org/kerby
* A Kerberos vb server written in java
e Can run standalone or in-process




Embedding Kerby

KdcServer kdc = new KdcServer():;
NettyKdcServerlmpl network = new NettyKdcServerimpl(kdc.getKdcSetting());

kdc.setXXX(); // set the basic settings, host, port, protocol and realm
dc.init();

kdc.start();
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Kerby in Unit Tests

@BeforeClass

public static void setup() throws Exception {
/| start KDC
// initialize client

)

@AfterClass
_publig st_atic_void ‘stop() th_rows‘_Exception{‘ i
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Using Kerberos over HT TP?

e SPNEGO works but won't work out of box
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JSON Web Token

* A compact URL-safe means of representing
claims to be transferred between two parties

* Contains a Header, Claims and Signature
<header>.<claims>.<signature>
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Example App

https://github.com/kayyagari/krio2jwt



https://github.com/kayyagari/krb2jwt

Kerberos Ticket to JWT

JWT Header :
{
'srvtkt": <baseb4-encoded-Ticket>,
'keytype": "aes128-cts-nmac-sha1-96",
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Usecases of Krb2JWT

« HITP clients communicating via backchannel
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 PKINIT




Questions?

http://directory.apache.org/kerby



http://directory.apache.org/kerby

T'hank You!

/heng Kai and his band at Intel

Emmanuel Lecharny (elecharny@apache.org)
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