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INTRODVCING FORTRESS

® ACCEPTED AS A DIRECTORY SUB-PROTECT (N
OCTOBER 201\

o IP CLEARANCE ON ITS WAY

o CODE INTECTION (N OIT REPOSITORY LAST WEEK

o ~90 000 SLOCs



INTRODVCING FORTRESS

RBALC Access CONTROL + MANAGEMENT APPS

o CORE - SOFTWARE DEVELOPMENT KIT

o REALM — POLICY ENFORCEMENT PLVG—IN FOR TAva EE
APPS + SERVERS

o WERB - ADMINISTRATIVE OVI FOR MANAGEMENT OF
POLICIES

o REST - XMUL/HUTTP PoLIcy SERVER



FORTRESS FEATURES

ANST ROLE-BASED ACCESS CONTROL
ARBACOZ MODEL DELEGATED ADMINISTRATION
TETF PASSWORD POLICIES

LDAPVE INTEROPERABILITY

MULTI-TENANT DATA AND OBTECT MODEL
AUDIT TeAIL (OPENLDAP oNLY)

Works wiTH ANY LDAP V8 cOMPLIANT SERVER



INTRODVCING APACHEDS

LDAP + KERBEROS SERVER, AND MORE...

APACHEDS - LDAP SERVER

STublo - LbAP BROWSER

LDAP API - A NEW Tava LDAP API
MAVIBOT - MVCC BTREE

ESCIMo - SCIM 2.0 IMPLEMENTATION



INTRODVCING APACHEDS

OET ACCEPTED (N APACHE TNCVBATOR (N 2008
BecAaME A TLP (N 2008

BF RELEASES SINCE THEN

AROVND 700 0600 SLocs



APACHEDS FEATURES

LbaP SERVER (N TAVA

KERBEROS SERVER BUILT-IN

EMBEDDABLE

PASSWORD POLICY SUPPORT

MULTI-MASTER REPLICATION (RFC #$33)

XSO0 AVTHORIZATION

MuLTI-PLATFORM (Wibows, Linvx, Mac O5SX)



ROLE-BASED ACCESS MODEL

EARLY HIsTORY

o (NTRODUCED 1N 1992 (DAVID FERRAIOLSO AND RICHARD
KuVHi)

® MEANT TO ADDRESS CRITICAL SHORTCOMINGS OF DAC

o INTEGRITY WAS LACKING AS THE REQUIREMENT FOR
DATA AND PROCESS TO BE MODIFIED ONLY N
AUTHORIZED WAYS BY AVTHORIZED USERS.



ROLE-BASED ACCESS CONTROL STANDARD

MIDDLE YEARS - ‘TOWARDS A VNIFIED STANDARD'

2000, "THE NIST MODEL FOr A ROLE-BASED ACCESS
CONTROL: TOWARDS A VUNIFIED STANDARD' (SANDHVY,
FERRAIOLO, KVHN).

RBAC rormaL MODEL

BASIS FOR THE STANDARD TO FOLLOW.

FUNCTIONAL SPECS WRITTEN (N 2-NOTATION



ANSI INCITS 359

In 2004 ANST FORMALIZED
RBAC INTO A STANDARD

for Informarion Technology =
Role Based Access Control

Developed by

Where IT all begins

American National Standard



ANSI RBAC INCITS 359

RBAC O - UsEees, ROLES, PERMS OBIECTS,
OPERATIONS

RBAC ) - HierARCHICAL ROLES
RBAC 2 - STATIC SEPARATION OF DVUTIES
RBAC 8 - DynAamMIc SEPARATION OF DVTIES



ANSI RBAC INCITS 359

---------- P Role Hierarchy

User
Assignment

Permission
Assignment

PERMISSIONS

User
Sessions

\.\ RBAC Components

.
~
-~
.~

Hierarchical

SSD



ANSI RBAC Fvncnional MODEL

THREE STANDARD |NTERFACES:

o ADMINISTRATIVE - CRUD
® REVIEW — POLICY INTERROGATION
® SYSTEM - POLICY ENFORCEMENT



ANSI RBAC OBITECT MODEL

USER = HUMAN OR MACHINE ENTITY

ROLE — A TOB FUNCTION UWITHIN AN ORGANIZATION
OBIECT — MAPS TO SYSTEM RESOURCES

OPERATION — EXECUTABLE IMAGE OF PROGRAM
PERMISSION — APPROVAL TO PERFORM AN OPERATION ON
ONE OR MORE OBIECTS

® SESSION — CONTAINS SET OF ACTIVATED ROLES FOR VUSER



DELEGATED ADMIN :

o MANAGE THE RBAC SYSTEM
® USED FOR CONTROLLING WHAT THE
ADMINISTRATORS CAN DO



APPLICATION

dmin User
SSgnment




ARBALC FuncTioNalL MODEL

THREE STANDARD |NTERFACES:

o ADMINISTRATIVE — CRUD
® REVIEW - POLICY INTERROGATION
® SYSTEM — POLICY ENFORCEMENT



ARBAC OBIECT MODEL

FOUR BASIC ELEMENTS:

o ADMIN ROLE — AN ADMINISTRATOR

o ADMIN PERMISSION — APPROVAL TO PERFORM AN RBAC
ADMINISTRATIVE OPERATION

o UsSer ORG VNIT — MAPS TO AN ORG CHART OF PEOPLE

o PERM ORG VNIT - MAPS TO A GRAPH OF IT
APPLICATIONS AND SYSTEMS



Java Secure Socket Extension @

Java EE Security

Spring Security @

Web App @

Data Access @
Object

Create | Read | Update | Delete

Links | Buttons | Controls

Page-level Role Check

Authentication | Coarse-grained Authorization

Confidentiality

............. > JTava EE SECVRITY

............... > SPRING SECVRITY
__________ > WEB APP FRAMEWORK
............ > DATABASE FUNCTIONS



Spring Security

Web App

Links | Buttons | Controls

Page-level Role Check

LDAP/SSL

JDBC/SSL
Legend security concern:
security function: . Confidentiality
1. HTTPS server

2. HTTPS server keystore . Authorization
(private key)

3. Java EE AuthN & AuthZ

4. RBAC Policy Decision Point

5. LDAP SSL client

6. LDAP/JDBC SSL client truststore (public key)
7. LDAP SSL server

8. LDAP & SQL server (private key)

9. Spring AuthZ protocol:
10.Web App AuthZ LDAPV3

11. DAO AuthZ
12. JDBC SSL client
13. Database SSL server

JDBC
HTTP
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WHERE TO GET DEMO CODE

DOWNLOAD FROM HERE:;

HTTPS:// GITHVB.COM/SHAUWNMCKINNEY/APACHE-FORTRESS-DEMO

FOLLOW TNSTRVUCTIONS 1IN THE
README TO GENERATE TVTORIAL
DOCVUMENT



https://github.com/shawnmckinney/apache-fortress-demo
https://github.com/shawnmckinney/apache-fortress-demo

FORTRESS + APACHEDS

Application
Fortress API - -
Application Application
LDAP API
Fortress API
Network Application
l, LDAP API
- .P Direct connection
FrontEnd
et LDAP Server
y
! Core
FrontEnd
LDAP Server
Core Partition Partition
Partition Partition

S &



o APACHEDS IN FORTRESS

O (N=-MEMORY
ALL (N ONE
FAST
SYNCREPL

o O O
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OPENLDAP ALREADY AS IT : 111es//syMAS.CcOM/PRODICTS/SYMAS—ENFORCEMENT-

FOVNDRY/SVITE/ACCELERATOR/



https://symas.com/products/symas-enforcement-foundry/suite/accelerator/
https://symas.com/products/symas-enforcement-foundry/suite/accelerator/
https://symas.com/products/symas-enforcement-foundry/suite/accelerator/
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