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D6 WHO NEED TESTS ANYWAY ?

OS5 PROTECTS DON'T NEED IT...

WE HAVE US'EQS'



D6 WHO NEED TESTS ANYWAY ?

YOU'RE DOING IT WRONG



LDAP PROTECT PHASES

o TNITIAL ANALYSIS
o DEVELOPMENTS + TESTS <+
o CONFORMANCE TESTS < N



COMMON ISSVES

o COMPLEX SETVP
® SERVER RESET
® SERVERS DIVERSITY






WHAT ARE TESTS ANYWAY ?

o VNIT TESTS
o INTEGRATION TESTS
® PERFORMAMNCE TESTS



LDAP VNIT TeSTS (N TAVA

o MNEED A SERVER

o NEED AN APT

® HAS TO BE SIMPLE

o NEED A MECHANISM TO SPEED VP
TESTS



APACHEDS TEST FRAMEWORK

o STARTS SERVERS WITH @NNOTATIONS

e EASY 76 VsSE APT

o MULTIPLE LEVELS

o DON'T BOTHER CLEANING VP BETWEEN
TESTS !



A SIMPLE TEST...

o CREATE OF A DIRECTORYSERVICE
CREATE OF A LDAPSERVER

EXTEND ABSTRACTLDAPTESTUNIT
GET A LDAPCONNECTION INSTANCE...
. BND RUN THE TEST !



QRunWith (FrameworkRunner.class)

// Define the DirectoryService
@CreateDS ()

// Define the LDAP protocol layer
@CreateLdapServer ( transports = { @CreateTransport(protocol = "LDAP" ) } )

public class A _SimpleServerTest extends AbstractLdapTestUnit {
/** A simple test */
@Test public void test() throws Exception {
LdapServer ldapServer = getLdapServer() ;

// Get an admin connection on the defined server
LdapConnection connection = new LdapNetworkConnection( "localhost",
connection.bind( "uid=admin,ou=system", "secret" );

// Check that we can read an entry
assertNotNull ( connection.lookup( "ou=system" ) );

// BAnd close the connection
connection.close() ;

ldapServer.getPort() )



LET'S \WTECT SOME DATA !

® SAME AS THE PREVIOVS EXAMPLE
o INTECTION OF ENTRIES
o INTECTION OF LDIF FILES



APPLYLDIFS

QRunWith (FrameworkRunner.class)

// Define the DirectoryService
@CreateDS ()

// Define the LDAP protocol layer
@CreateldapServer ( transports = { @CreateTransport(protocol = "LDAP" ) } )

// Inject an entry
@ApplylLdifs
({

// Entry # 1
"dn: uid=elecharny,ou=users,ou=system",
"objectClass: uidObject",
"objectClass: person",
"objectClass: top",
"uid: elecharny",
"cn: Emmanuel Lécharny",
"sn: lecharny",
"userPassword: emmanuel"
// More entries...

}



APPLYLDIFFILES

QRunWith (FrameworkRunner.class)

// Define the DirectoryService
QCreateDS ()

// Define the LDAP protocol layer
@CreateldapServer ( transports = { @CreateTransport(protocol = "LDAP" ) } )

// Inject an file containing entries
@ApplyLdifFiles( {
"1dif/muppets.ldif"
}



TEST WITH YOUR BWN PARTITION

o STOP VSING DEFAVULT
o DEFINE |NDEXES
® DEFINE CONTEXT ENTRY...



PARITIONS DEFINITION

QRunWith (FrameworkRunner.class)

// Define the DirectoryService
@CreateDS( partitions = {
@CreatePartition (
name = "example",
suffix = "dc=example,dc=com",
contextEntry = @ContextEntry (
entrylLdif = "dn: dc=example,dc=com\n" +
"dc: example\n" +
"objectClass: top\n" +
"objectClass: domain\n\n"
),
indexes = {
@CreateIndex( attribute "objectClass" ),
@CreatelIndex( attribute "de" ),
@CreateIndex( attribute = "ou")

1)
})

// Define the LDAP protocol layer
@CreateldapServer ( transports = { @CreateTransport(protocol = "LDAP" ) } )



PrOTOCOLS

e 55L
o PORTS AND SERVERS
o KERBEROS



QRunWith (FrameworkRunner.class)

// Define the DirectoryService
@CreateDS ()

@CreateldapServer (
transports = {
@CreateTransport( protocol "LDAP", port=10389 ),
@CreateTransport( protocol = "LDAPS", port=10636 )

by

saslHost = "localhost",

saslMechanisms = {
@SaslMechanism (name
@SaslMechanism(name = SupportedSaslMechanisms.GSS_SPNEGO, implClass

},
extendedOpHandlers =
{ StartTlsHandler.class }

SupportedSaslMechanisms.GSSAPI, implClass = GssapiMechanismHandler.class),

NtlmMechanismHandler.class)



KERBEROS

QRunWith (FrameworkRunner.class)

@CreateDS (name = "KerberosUdpIT-class",
partitions = {
@CreatePartition (
name = "example",
suffix = "dc=example,dc=com")
b,
additionalInterceptors = {
KeyDerivationInterceptor.class

}

@CreateldapServer (
transports = {
@CreateTransport (protocol = "LDAP")
}

@CreateKdcServer (

transports = {
@CreateTransport (protocol = "TCP",
@CreateTransport (protocol = "UDP",

}

address
address

"127.0.0.1", port
"127.0.0.1", port

6087) ,
6087)

@ApplyldifFiles ("org/apache/directory/server/kerberos/kdc/KerberosIT.1dif")



VPDATING THE SCHEMA

QRunWith (FrameworkRunner.class)
@CreateDS (name = "SchemaAddAT-test")

QApplyLdifs (

{
// Inject an AT
"dn: m-0id=1.3.6.1.4.1.18060.0.4.1.2.999,0ou=attributeTypes,cn=other,ou=schema",
"m-usage: USER_APPLICATIONS",
"m-equality: integerOrderingMatch",
"objectClass: metaAttributeType",
"objectClass: metaTop",
"objectClass: top",
"m-name: numberOfGuns",
"m-oid: 1.3.6.1.4.1.18060.0.4.1.2.999",
"m-singleValue: TRUE",
"m-description: Number of guns of a ship",
"m-collective: FALSE",
"m-obsolete: FALSE",
"m-noUserModification: FALSE",
"m-syntax: 1.3.6.1.4.1.1466.115.121.1.27",



|

Jiliia, LOADING SCHEMAS

@CreateDS( name = "MethodDSWithPartition",
partitions = {
@CreatePartition (
name = "example",
suffix = "dc=example,dc=com",
contextEntry = @ContextEntry (
entryLdif =

"dn: dc=example,dc=com\n" +
"dc: example\n" +
"objectClass: top\n" +
"objectClass: domain\n\n"),
indexes = {
@CreateIndex (attribute "objectClass"),
@CreateIndex (attribute "de"),
@CreatelIndex (attribute = "ou")

by

loadedSchemas = {
@LoadSchema (name = "nis", enabled = true),
@LoadSchema (name = "posix", enabled = false)

}



NEED MORE THAN ONE SERVER ?

® SOMETIME NEEDED : REPLICATION
® QNNOTATIONS AT DIFFERENT LEVEL
O TEST SVITE
O CLASS
O METHOD



REPLICATION, PRODUCER

(A

|

@CreateDS (
allowAnonAccess = true,
name = "provider-replication",
enableChangelog = false

)

@CreatelLdapServer (transports =
{ @CreateTransport(port = 16000, protocol = "LDAP") 1})
public static void startProvider( final CountDownLatch counter ) throws Exception

{

DirectoryService provDirService = DSAnnotationProcessor.getDirectoryService() ;

providerServer = ServerAnnotationProcessor.getlLdapServer ( provDirService ) ;
providerServer.setReplicationRegHandler ( new SyncReplRequestHandler() );
providerServer.startReplicationProducer() ;



REPLICATION, CONSUMER

@CreateDS (
allowAnonAccess = true,
enableChangelog = false,
name = "consumer-replication"
@CreateldapServer (transports = { @CreateTransport(port = 17000, protocol = "LDAP") })

@CreateConsumer (

remoteHost "localhost",
remotePort 16000,

replUserDn = "uid=admin,ou=system",
replUserPassword = "secret",

useTls = false,

baseDn = "dc=example,dc=com",
refreshInterval = 1000,

replicald =1

)

public static void startConsumer( final CountDownlLatch counter ) throws Exception
{

DirectoryService provDirService = DSAnnotationProcessor.getDirectoryService() ;
consumerServer = ServerAnnotationProcessor.getlLdapServer ( provDirService );



CLASS + METHOD @NNOTATION

CLASS LEVEL :

@CreateDS (name = "classDS")
public class DirectoryServiceAnnotationTest

{

METHOD LEVEL :

QTest
@CreateDS (name = "methodDS")

public void testCreateMethodDS() throws Exception
{



o DON'T RESTART THE SERVER

® BUT START WITH A CLEAN PLACE
O CLEAN DATA
O CLEAN SCHEMA

o EVEN |F THE TEST FAILS...

o AND DON'T BOTHER THE TESTER !




REGISTERS EACH VPDATE

REPLAY THEM (N THE REVERSE ORDER
LET'S TVNIT DOES THAT FOR YOU

YOV sTILL CAN'T HAVE MULTIPLE TESTS
RVNNING CONCURRENTLY WITH THE
SAME UPDATES...




THE LDAP API

o EASY TO VSE

® SCHEMA AWARE

o DEAL LAOCALLY WITH LDAP synTax
AND COMPARISON



WHAT'S THE PROBLEM 2?77

@ApplyLdifs({
// Entry # 1
"dn: cn=Test Lookup,ou=system",
"objectClass: person",
"cn: Test Lookup”,
"sn: sn test"
1)
public void testLookupCn() throws Exception {
LdapConnection connection = getWiredConnection( getLdapServer(), "uid=admin,ou=system", "secret");

Entry entry = connection.lookup( "cn=test lookup,ou=system", "cn");
assertNotNull( entry );

// Check that the CN, or cn, or even 2.5.4.3 attribute is present

// and that its case insensitive value is there too !

assertTrue( entry.contains( "cn", "Test Lookup" ) );

assertTrue( entry.contains( "cn", "test lookup" ) ); // Pathetic failure...
assertTrue( entry.contains( "2.5.4.3", "test lookup" ) ); // Dumb failure...
assertTrue( entry.contains( "CN", " test LOOKUP ") ); // Idiotic failure...



WHAT'S THE SOLVTION THEN ?

@ApplyLdifs({
// Entry # 1
"dn: cn=Test Lookup,ou=system",
"objectClass: person",
"cn: Test Lookup”,
"sn: sn test"
)
public void testLookupCn() throws Exception {
LdapConnection connection = getWiredConnection( getLdapServer(), "uid=admin,ou=system", "secret");
Entry entry = connection.lookup( "cn=test lookup,ou=system", "cn");
assertNotNull( entry );

// Make the connection schema aware
connection.loadSchema();

// Check that the CN, or cn, or even 2.5.4.3 attribute is present

// and that its case insensitive value is there too !

assertTrue( entry.contains( "cn", "Test Lookup" ) );

assertTrue( entry.contains( "cn", "test lookup" ) ); // Works...
assertTrue( entry.contains( "2.5.4.3", "test lookup" ) ); // Works too !
assertTrue( entry.contains( "CN", " test LOOKUP ") ); // And works !!!



Lk ) NWNHAT'S NEXT ?
UGDGDDDUD

The Future

N

EXT EXIT P

J




THE LDAP API

REBOOT SLAMD EFFORT

LDAP ASSERTIONS

START ANOTHER EXTERNAL SERVER
LDAPVNIT...






